DeleGate: A General Purp ose Application

Level Gatew a y

Y utak a Sato

Computer Science Division, Electrotechnical Lab oratory ,

1-1-4 Umezono, Tsukuba, Ibaraki, 305 Japan

Abstract. DeleGate is a general purp ose application level gatewa y which

relays a v ariety of application proto cols on the Internet, including HTTP ,

FTP , Gopher, W

AIS, NNTP

, SMTP

, POP , T elnet, X Window and CU-

SeeMe. It overcomes a v ariety of obstacles on the Internet caused by

barriers for security

, insu�cient band width and mismatching among

proto col sp eci�cations and implementations.

An application level gateway mediates communication b etween clients

and servers recognizing the syntax and semantics of application proto-

cols it is relaying. Therefore it can supply v arious functions like caching

and translation to an application proto col, for its pro cedure and data,

without changing clients and servers.

This pap er presents an overview of DeleGate and its tw o unique features

termed mounting and connection cache. Mounting is a mechanism which

provides a virtual view for a name space of network ed resources by �l-

tering, aliasing and merging names from original name spaces. Resource

names transferred as data on each proto col are recognized and rewritten

by DeleGate. Connection cache allows established connections to servers

to b e resources which are sharable and reusable among clients. It reduces

the cost of rep etitive connection establishments to the same server, where

the rep etition is intro duced by an application proto col gateway which re-

lays b etw een di�erent proto cols.

1 Intro duction

An application level gateway is not new, but is a traditional technology to me-

diate b etw een clients and servers where they cannot communicate directly for

v arious reasons. They may b e isolated by security �r ewal ls placed at the network

entrance at each organization to av oid intrusion from the outer world[1]. They

cannot communicate physically b ecause a necessary path for pack et exchange is

closed. Another typical application of it is a proto col gatewa y which mediates

clients and servers that use di�erent application proto cols. In this case, they

cannot communicate logically b ecause they cannot sp eak nor understand the

p eers language. An application level gatewa y solves such problems acting as a

pr oxy server which b ehav es as a server for the client while b ehaving as a client

to the real server. It is an interpreter which can communicate with b oth sides

physically and logically .

The evolution of the technology was not so active until the app earance of

the W orld Wide W eb (WWW). WWW dramatically increased the activity and

Fig. 1. Possible utilization of proto col comp onents by proxies

altered the application of the Internet, and eagered solutions to ov ercome the

�rewalls, narrow band width and long latency of wide area networks. The so-

lution adopted was a c aching proxy for HTTP[8], which is an application level

gateway conv eying HTTP proto col b eyond the �rewall and making retrieved

data sharable and reusable in a cache. Amongst the standardized application

proto cols in the Internet, the HTTP proto col was the �rst to intro duce the

proxy feature in its sp eci�cations, making the complete functionality of the pro-

to col av ailable via a proxy server, gatewa ying to other application proto cols, and

supp orting cache control. Therefore, now adays just saying proxy implies such an

application level gatewa y devoted to HTTP .

Many HTTP proxies have app eared in the last three years and have b een

used widely [3][17][4][5]. Through the practical use of proxies, many problems

have b een recognized and subsequently b een improv ed and extended b oth in its

sp eci�cation[9] and implementations.

In 1994, the author started developmen t of a caching proxy server named

DeleGate [17][18][19] comp elled by his own practical necessity

. Starting as a

proxy for Gopher, it was immediately extended to supp ort a v ariety of applica-

tion proto cols including HTTP . F rom its inception, DeleGate was not a proxy

devoted to HTTP proto col, but was intended to supp ort clients of multiple pro-

to cols, while other HTTP proxies can only communicate with clients in HTTP

proto col. While it has b een widely and practically used as an HTTP proxy

, the

main purp ose of DeleGate has b een as a testb ed to explore \What can a proxy

do ?"

An application proto col carries information resources contained in carrier

envelopes based on a clearly sp eci�ed pro cedure and data structure. The envelope

consists of pro cedures to exchange the conten t and proto cols in lower lay ers

to transp ort the conten t. The conten t contains data on information resources

and names or references p ointing to other resources. An application gateway

relays such proto col recognizing the syntax and semantics of the envelope and its conten t. Thus the question is \How can a proxy utilize information recognized

from the proto col comp onents ?"

A p ossible utilization of proto col comp onents in proxies is shown in Fig.1.

In this �gure, it can b e seen that proxies can p erform caching, �ltering, transla-

tion and merging op erations. Almost all HTTP proxies supp ort access control,

caching for data, and proto col gateway

. DeleGate also supp orts them, as well as

p erforming other tasks, such as translation (e.g. Japanese character co de con-

version), translation and merging of names (Mount), routing at the application

level, and caching for connection (Connection Cache).

1.1 Where is it applicable ?

There are many situations where proxies are necessary to solve problems

or useful in adv anced usage of networks (Fig.2). Generally

, HTTP proxies are

utilized at the client side to cross the �rewall of the organization it b elongs to.

Some servers with heavy accesses make mirr or servers (i.e. clones) which serve

exactly the same conten t as the original servers. As such, proxies are applicable

to many situations. Some typical examples are to:

- Cross �rewalls transparently without breaking security

- Provide a virtual view for servers hiding their actual existence

- T ranslate transferred data into a format usable by the client or user

- T ranslate proto cols to one which is recognizable by the client

- Cache transferred data to revise resp onse time and reduce tra�c

- Reuse a connection to a distant host which is exp ensive to establish

- Routing among networks which are unreachable from each other at the IP

level

These situations exist indep endently from application proto cols, thus an appli-

cation gatewa y which supp orts multiple application proto cols can ful�ll these

requirements with a single common mechanism.

Ordinarily there are several routes av ailable for a client to reach a destination

server. Routes via So cks gatewa ys[13] or via other proxies may b e av ailable as

well as several direct IP routes. The use of some routes may b e restricted to only

privileged users or sp ecial application proto cols. T o make such a higher level

routing p ossible, DeleGate can control which route should b e used for which

clients accessing which servers in which proto col.

1.2 What can b e relay ed ?

The proto cols supp orted by DeleGate are shown in Fig. 3. One of the ma jor

features of DeleGate is HTTP proxy which is compatible with CERN-HTTPD

as a caching proxy server, relaying a v ariet y of proto cols other than HTTP for

clients of HTTP proto col. So far, conv ersion from FTP

, Gopher, NNTP , W AIS

and HTTPS/SSL to HTTP is supp orted.

DeleGate also provides proxy functions for most ma jor application proto-

cols on the Internet, including HTTP

, FTP

, Gopher, W

AIS, X Window, NNTP ,

Fig. 2. Applicable situations of proxies

SMTP

, POP , T elnet, So cks and CU-SeeMe. Caching is supp orted for HTTP

, Go-

pher, FTP

, and NNTP

. Caches for Gopher, FTP

, and NNTP are shared among

HTTP clients and other clients native to these proto cols.

Unlike HTTP

, most of the other proto cols have no standardized interface

from clients to proxies. Therefore DeleGate introduces its original proxy mech-

anism for them, which, how ev er, is designed to b e as universal among proto cols

as p ossible. It do es not require changes to existing client softw are, either. It also

has adopted proxy interfaces of other systems. F or example, it is compatible with

the TIS Firewall T o olkit[2] for T elnet, X and FTP .

Fig. 3. Proto cols supp orted by DeleGate

1.3 How Is It Constructed ?

Another purp ose of DeleGate is to �nd out \What basic functions are necessary

to construct clients, proxies, or servers of application proto cols." Historically ,

many programs are created from scratch. Each is sp ecialized to a single appli-

cation proto col, or sp ecialized to its platform, although they hav e very similar

functions to each other. If a set of commonly used comp onents are provided as

library functions, developing a program for a sp eci�c proto col b ecomes easy by

sharing and reusing them.

The ov erall construction of DeleGate is shown in Fig. 4. Its comp onents

are classi�ed into two categories: common parts indep endent from a sp eci�c

proto col and parts sp eci�c to each proto col. The comp onents of DeleGate consist

of ab out 67,000 lines of source co de written in C, 70% are for common parts and

30% are for proto col sp eci�c parts. Less than 2% of the program concerns the

low er network layers, TCP/IP and UDP/IP via the \so ck et" interface. DeleGate

has compatibility mo dules to cop e with a v ariety of UNIX platforms and the

Windows system. The total size of them is less than 1% of the whole source

program.

Fig. 4. Overall construction of DeleGate

2 Moun ting { Creating a Virtual View F or Resources

A DeleGate server can merge resources provided by other original servers, and

then provide them to clients acting as if it is the original server. This mechanism

is named \mounting" b ecause it acts like a mounting mechanism in the Net-

work File System, where �les physically residing on remote hosts are uniformly

accessible as if they reside on the lo cal host.

In this case, clients recognize the DeleGate not as a proxy but as the original

server which provides all the information. Because the existence of servers b ehind

the DeleGate is hidden, this is very useful in providing information from servers

within a �rewall, to b eyond its �rewall, to the Internet.

As shown in Fig.5 the mounting mechanism provides three functions: �lter-

ing, aliasing, and merging. Resources on servers are identi�ed by names as URLs

Fig. 5. Resource mounting

in HTTP

, news group names in NNTP

, directory names in FTP

, and so on. Sets

of names from the original servers are merged into a single set of names on a

DeleGate server. Names which should b e merged into the set are selectable, and

names in the set can b e mapp ed to other names.

In proto cols like NNTP

, most existing clients exp ect that all the information

is av ailable from a single connection to a single news server. Because switching

the news server is not easy

, it is b est if users don’t hav e to switch b etw een

several servers. Otherwise each NNTP server would has to hold the same full set

of information (news groups) by exchanging them with the other servers. But

maintaining such a large server requires muc h time and lab or, and it intro duces

a risk that internal news groups, which should b e av ailable only to the lo cal

domain, may leak out by accident. The mounting mechanism of DeleGate solves

this problem providing a virtual news server which merges news groups from

several news servers. Lo cal news servers can then b e maintained in isolation

without exchanging articles with the other servers.

2.1 T ec hnical Details

In the case of HTTP

, a name for identifying an information resource is a Uni-

form Resource Lo cator (URL)[10]. They are carried in messages ov er the HTTP

proto col exchanged b etween clients and server. W e now consider how to make a

real URL like (2) app ear to client as if it is URL (1).

(1) http://delegate/path1/*

(2) http://host1/*

Fig. 6. Example of mounting

T o make it work, URLs contained in a request message, sent from a client to

a server, must b e renamed from (1) to (2), and URLs contained in a resp onse

message, sent from the server to the client, must b e renamed from (2) to (1).

A URL may app ear at several places in messages; each message consists of a

header part and a b o dy part following the MIME format[12]. The header includes

meta information ab out what type of data is contained in the b o dy part. The

syntax of a header is de�ned by the HTTP sp eci�cation including where URLs

may app ear in a header. When the b o dy data typ e is HTML, URLs may app ear

as attribute v alues of some tags de�ned in the HTML sp eci�cation[11].

A simple example of messages rewriting is shown in Fig.7, which includes

such URLs (or comp onents of it) in each line. F rom the viewp oint of the target

server, it must not b e aw are whether it is accessed directly from a client or

indirectly via a DeleGate. Therefore an informational �eld like \Referer" should

also b e rewritten.

2.2 A Prop osal for Standard Proto col

T o make mounting successful, any resource identi�ers carried on the proto col

should b e recognized and rewritten if necessary . T o make the mechanism more

universal in their functionality

, and more simple in its implementation, the wa y

they are expressed in data should b e uniform, and they should app ear only where

de�ned by a proto col sp eci�cation.

Unfortunately

, URLs carried in HTTP proto col are used in v arious ways and

scattered in transferred data, esp ecially in HTML. It’s not so easy to �nd out

where URLs are contained in HTML text. Also some URLs are passed as user

de�ned data which are not de�ned in the proto col sp eci�cation. Some prop osed

headers for HTTP like \Set-Co okie" includes comp onents of URLs which don’t

follow the standard expression of URL.

{ a request message from a client {

GET /path1/path2 HTTP/1.0

Host: delegate:80

Referer: http://delegate/path1/path3

{ a request message forwarded to the server {

GET /path2 HTTP/1.0

Host: host1:80

Referer: http://host1/path3

{ a resp onse message from the server {

HTTP/1.0 200 OK

Lo cation: http://host1/path2

Set-Co okie: name=v al; domain=host1; path=/path2

Content-T yp e: text/html; charset=US-ASCI I

<A HREF="http://host1/path4">

<IMG SRC="http://host1/icons/img.gif"> </A>

{ a resp onse message forwarded to the client {

HTTP/1.0 200 OK

Lo cation: http://delegate/path1/path2

Set-Co okie: name=v al; domain=delegate; path=/path1/path2

Content-T yp e: text/html; charset=US-ASCI I

<A HREF="http://delegate/path1/path4">

<IMG SRC="http://delegate/path1/icons/img.gif"> </A>

Fig. 7. An example of rewriting HTTP messages

2.3 Automatic Mounting

Like automatic mounting in the Netw ork File System, DeleGate provides auto-

matic mounting for arbitrary resources in the whole URL space. F or a resource

identi�ed by a URL in the space, a DeleGate server provides another URL to

access it via DeleGate as follows (3),

(3) http://dele gate/- -URL

(4) URL

DeleGate interprets URLs like (3) in a request message as URL (4), and

URLs (4) are transformed to (3) in the resp onse message.

Historically

, this mechanism of proxying was intro duced to DeleGate b efore

the static mounting describ ed ab ov e. Originally it was made to relay Gopher pro-

to col which has no standardized proxy proto col, later it was applied to HTTP

b ecause standardized proxying was not yet so widely implemented in clients

and servers at the time. Because the HTTP proxy proto col was standardized in

Fig. 8. Automatic mounting

HTTP/1.0 and was widely implemented in clients and proxies, it b ecomes obso-

lete as a HTTP proxy mechanism for usual use. But yet this mechanism is useful

for making use of an arbitrary number of proxies temp orary

, or automatically

switching proxies from the server side.

This proxy notation \- -"of the DeleGate duplicates the whole URL space

over the world under \http://delegate/" (Fig. 8). Unfortunately

, this caused a

serious problem when WWW rob ots b egan to collect information ab out resources

by walking around URL space b ecause they stray ed o� into duplicated URL

spaces to o. This problem was solved by making DeleGate provide /rob ots.txt,

a �le supplied by each HTTP server to control rob ots, which includes \Disable:

/- -" to declare any URLs under /- - must not b e traversed by rob ots.

3 Connection Cache { Connection as a Reusable

Resource

In addition to ordinary caching of data, DeleGate also has another sp ecial typ e

of cache named \connection cache". Data cache is e�ective mainly in reducing

the long transfer time for large amounts of data. Connection cache reduces the

time in getting small amounts of data from distant servers, where the time in

establishing a connection may take up muc h of the total communication time.

It is known that the hit rate is not so high in WWW caches, at most 50%

in several literatures[6][7]. This result is supp orted by observ ations on a heavily

used public HTTP cache server (with ab out 400,000 HTTP requests p er day)

maintained by the author. When missed in cache, requested resources must b e

loaded from origin servers. Therefore it’s imp ortant to shorten the turn around

time necessary to load resources from origin servers to a proxy server.

In a situation where a server is a long way from a client, namely where the

round trip time (R

TT) b etween them is long, the delay in establishing a TCP

Fig. 9. Latency of a TCP based application proto col

Fig. 10. Overheads introduced by proto col gateways

connection b ecomes serious[15]. The total time necessary for communication is

the sum of the time for establishing connection and that of data transfer. When

only a small amount of data is transferred for each established connection, the

total communication time b ecomes approximately twice that of R

TT at worst

(Fig.9).

This problem is introduced by a proxy server which relays request from clients

of a proto col with non-p ersistent connection like HTTP to the servers of pro-

to cols based on p ersistent connection like NNTP or FTP (Fig.10). Because the

connection b etween the client and the proxy is established and closed for each

HTTP request/resp onse, naively implemented proxies may establish and close

the connection for the server, to o.

This not only makes the resp onse time worse for the client’s side, but it also

Fig. 11. Connection reuse and sharing with connection cache

causes another serious problem on the server’s side; the waste load caused by

rep eating invocation and initialization of servers.

The concept of \connection cache" for DeleGate was introduced to solve this

problem. Like cached data shared by a number of clients, once established, the

connection to a server is held by DeleGate for a certain p erio d, and re-used by

subsequent clients which access the same server (Fig.11).

Connection cache intro duces a merit that is not av ailable where clients and

servers are connected directly

. Connection to the distant server, which could

b e a resource limited and/or exp ensive time-wise, is now sharable and re-usable

among di�erent users. This mechanism can b e extended to allow pr efetching to o.

T o solve the latency problem within the HTTP proto col, a proto col to keep

an established connection alive through multiple requests/resp onses has b een

prop osed and adopted as a standard mechanism of HTTP proto col version 1.1

[16]. The current version of DeleGate also supp orts this mechanism, but this

mechanism do es not provide for the re-use of a connection among multiple users.

3.1 The e�ect of FTP connection cache

Connection cache signi�cantly improves the resp onse to HTTP users brows-

ing around directories in an FTP server. Without this mechanism, b efore each

data transfer, a connection should b e established, and several commands and re-

sp onses must b e exchanged b etw een the FTP server and the proxy for the login

pro cedure. With the mechanism, the resp onse time for moving to and browsing

another directory is decreased by a factor of tw o to four, for example, from several

seconds to just a second when accessing a distant server. The e�ect of connection

cache for FTP measured ab out turn around time for directory retriev al is shown

in T able.1 and Fig.12. Each proxy issues a series of FTP commands[14] for a

directory retriev al as shown with "( ... )*" in T able.1. The result shows complex

commands for rep etitive login and for getting richer information make the turn

around time worse signi�cantly under long round trip time.

T able 1. Measured turn around times for lo cal FTP directory retriev al via HTTP

proxies

proxy server / version turn around

time (seconds)

CERN-HTTPD / 3.0A 1.25

Squid / 1.1.6 0.41

Netscap e-Proxy / 2.5 0.18

Apache / 1.2b6 0.23

DeleGate / 4.0.7 0.24

DeleGate / 4.0.7 (no cc) 0.29

HTTP Request:

GET ftp://lo calhost/ HTTP/1.0

Pragma: no-cache

Platform:

SunOS5.5 + SparcStation20/70x2 (2CPU)

Commands Issued:

CERN-HTTPD: (USER,P

ASS,P

ASV,SYST,LIST,QUIT)*

Netscap e-Proxy: (USER,P

ASS,SYST,P

ASV,TYPE,SIZE,CWD,LIST)*

Squid: (USER,P

ASS,TYPE,MDTM,SIZE,P

ASV,REST,RETR,

P ASV,RETR,P

ASV,LIST,QUIT)*

Apache: (USER,P

ASS,SYST,PWD,P

ASV,TYPE,SIZE,CWD,LIST)

+ (USER,P

ASS,TYPE,P

ASV,LIST,QUIT)*

DeleGate: (MODE,USER,P

ASS,TYPE,SYST) + (CWD,PWD,P

ASV,LIST,NOOP)*

DeleGate(no cc:without-connection-cache):

(USER,P

ASS,TYPE,SYST,PWD,P

ASV,LIST,QUIT)*

3.2 Implementation

A proxy pro cess which established a connection to a destination server to relay

a request b ound for it b ecomes a connection caching proxy after it �nished the

request. F or later proxy pro cesses, it provides an entrance of a tunnel in the lo cal

host which is connected to the remote destination server. A later proxy which is

going to connect to a server �rst lo oks up such a p ort b ound for the server. Those

p orts are registered in a common directory in the current implementation. If such

a p ort is found, it connects to the p ort instead of connecting to the destination

server. The routing mechanism of DeleGate which controls the sequence of trials

to connect the server is extended naturally to supp ort the connection cache,

adding it as the �rst alternative route to b e tried.

In the current implementation, one p ersistent connection is held by one server

pro cess. F or more e�cient relaying and less consumption of pro cesses, �le de-

scriptor p assing technique should b e adopted in future, holding all established

connections in a single connection cache server pro cess.

HTTP Request:

GET ftp://ftp-server/ HTTP/1.0

Pragma: no-cache

Fig. 12. Measured turn around times for remote FTP directory access

3.3 Time sharing of connection cache

Connection cache technique is applicable to clients of proto cols which dep end on

a p ersistent connection to the server during a session. Since such a client exp ects

a connection to a server is held until it is closed explicitly

, the connection from

such a client must b e retained even when the client is idle for long time. It is

indeed a waste of connections as limited and/or exp ensive resources.

This problem is solved by introducing a client side connection cache proxy

(Fig.13). A DeleGate pro cess at client side retains a connection from the client,

while closing the connection to the server and b ecome susp ended when there is no

request from the client for a sp eci�ed p erio d. When such a susp ended DeleGate

receive a request from the client, it resumes re-connecting to the server and

restoring its context (e.g. the current newsgroup and article in NNTP proto col).

Fig. 13. Time sharing of connection cache

4 Current Status

DeleGate is written in the C language and the current version (4.0.7) consists of

ab out 67,000 lines of source co de. It runs ov er v arious platforms and has b een

distributed and used widely .

4.1 Platforms

With very active feedback/assistance from users b elonging to the DeleGate mail-

ing list (delegate@etl.go.jp with ov er 950 members currently), the machine de-

p endence in the program has b een almost eliminated. Thus it can b e compiled

and run ’as is’ on many UNIX platforms, including Solaris, SunOS, DEC-OSF1,

IBM-AIX, HP-UX, IRIS, NeXTSTEP

, Linux, F reeBSD, BSD/OS, BOW(BSD

on Windows) and so on.

The p orting of it to WindowsNT and Windows95 is nearly completed now

and it has b een provided for practical use. T o absorb the architectural di�erences

b etw een UNIX and Windows, mainly in the pro cess generation mo del and �le

system functionality

, ab out 1,300 lines of co des were added to cop e with the

Windows system.

4.2 Distribution

Since June, 1994, DeleGate has b een distributed from our anonymous FTP server

at: (URL:ftp://ftp.etl.go.jp/pub/DeleGate/). So far, the DeleGate distribution

�le has b een downloaded 49,000 times from more than 2,200 sites (domains),

of which 1,500 sites are from Japan, and 700 are from 48 other countries. It

has b een also distributed in several CD-ROM collections of free software, as

supplements bundled with magazines and other publications.

A recent observ ation on our WWW server (URL:http://www.etl.go.jp/),

which is accessed from ab out 3,000 sites every week (of which ab out one third is

from overseas) shows that ab out one third of users are using some HTTP prox-

ies, and ab out 29% of proxy users have adopted DeleGate. The approximate

shares for other proxies are: 43% for CERN-HTTPD, 29% for Squid, and 16%

for Netscap e-Proxy (The sum of the shares exceeds 100% b ecause some sites are

using several proxies).

4.3 History

The developmen t of DeleGate started in March, 1994. Ab out that time Gopher

app eared as a new application for retrieving network ed information on the In-

ternet. The W orld Wide W eb then follow ed, and very quickly almost totally

overwhelmed the Internet.

These applications, enth usiastically accepted by the Internet community

, and

sometimes dubb ed as \killer applications", revealed weaknesses of the Internet

and problems brought on by the very wide interconnectivity of the Internet.

Typical and serious requirements for such applications were: crossing �rewalls

transparently without breaking the security

, making do with the narrow band

width of the netw orks, and coping with diverse character co dings of text data to

b e exchanged among di�erent platforms. T o cop e with the �rewall and narrow

band width problem, a caching proxy feature was added to the new version of

CERN-HTTPD, released in the spring of 1994. CERN-HTTPD was the �rst and

the most widely used WWW server at the time.

At almost the same time, indep endently of such developments in HTTP

, in

March of 1994, the author started creating a caching proxy for Gopher. This

proxy

, named DeleGate, was immediately extended to supp ort NNTP , T elnet,

FTP , HTTP and so on, and it was then released to the public in June, 1994.

In the b eginning, its usage spread as a proxy server which conv erts three types

of character co des in Japanese do cuments. Such conv ersion was indisp ensable

in displaying diversely enco ded Japanese texts with the incompletely Japanized

WWW browsers of the time. They were mostly based on NCSA Mosaic, which

could deal with only one of the co dings. This problem was resolved as browsers

were improved to supp ort all Japanese co dings prop erly

, esp ecially by Netscap e

Navigator, which app eared in the spring of 1995.

Having ful�lled this initial role as a \character co de conv ersion proxy", the

development of DeleGate has contin ued and b egun to b e utilized as the author

originally envisioned, that is, as a general purp ose caching proxy which can relay

v arious proto cols solving a v ariet y of problems.

5 Conclusion

DeleGate has b een developed to b e a general purp ose application gatewa y which

is applicable to a v ariet y of situations and application proto cols, and b e adapt-

able for a v ariety of platforms. After three years of developmen t, DeleGate has gained wide acceptance among the Internet users and is b eing used daily by

many users for many di�erent practical purp oses. While the implementation of

DeleGate is not yet p erfect, it has satis�ed requirements in practical usage, solv-

ing a v ariet y of problems app eared one after another which hav e provided many

useful hints for further improvemen t. The author is not yet sure where is the

goal of the application level gateway

, but he is sure that there are more horizons

of proxies not explored yet.

References

1. Chapman, D., B. and Zwicky

, E., D.: Building Internet Firewalls, O’Reilly & As-

so ciates, Inc. (1995)

2. Avolio, F., M. and Ranum, M., J.: A Netw ork Perimeter with Secure External Ac-

cess, Pro ceedings of the Internet So ciety Symp osium on Netw ork and Distributed

System Security (1994)

3. Luotenen, A. and Altis, K.: W orld-Wide W eb Proxies, The First International

WWW Conference (1994)

4. Squid Internet Ob ject Cache, http://squid.nlanr.net/Squid/.

5. Thau, R.: Design considerations for the Apache Server API, The Fifth International

WWW Conference (1996).

6. Glassman, S.: A Caching Relay for the W orld Wide W eb, The First International

WWW Conferences (1994)

7. Abrams, M., Standridge, C. R., Ab dulla, G., Williams, S., and F ox, E. A.: Caching

Proxies: Limitations and Potentials, The F ourth International WWW Conference

(1995)

8. Berners-Lee, T., Fielding, R., and F rystyk, H.: Hyp ertext T ransfer Proto col {

HTTP/1.0, RFC1945 (1996)

9. Fielding, R., Gettys, J., Mogul, J., F rystyk, H., Berners-Lee, T.: Hyp ertext T ransfer

Proto col { HTTP/1.1, RFC 2068 (1997)

10. Berners-Lee, T., Masinter, L. and McCahill, M.: Uniform Resource Lo cators,

RFC1738 (1994)

11. Berners-Lee, T. and Connolly

, D.: Hyp er T ext Markup Language { 2.0, RFC1866

(1995)

12. F reed, N. and Borenstein, N.: Multipurp ose Internet Mail Extensions (MIME) Part

One: F ormat of Internet Message Bo dies, RFC2045 (1996)

13. Leech, M., Ganis, M., Lee, Y., Kuris, R., Koblas, D., Jones, L.: SOCKS Proto col

V ersion 5, RFC1928 (1996)

14. Postel, J. and Reynolds, J.: File T ransfer Proto col, RFC959 (1985)

15. Padmanabhan, V. N., and Mogul, J. C.: Improving HTTP Latency

, The Second

International WWW Conference (1994)

16. Nielsen, H. F., et al.: Network Performance E�ects of HTTP/1.1, CSS1, and PNG.

WWW T echnical Rep ort, NOTE-pip elining-970214 (1997)

17. Sato, Y.: Developmen t of a Proto col Mediation System DeleGate, Electrotechnical

Lab oratory T ec hnical Rep ort, TR-94-17 (1994)

18. Sato, Y.: F eatures of Multipurp ose Proxy Server DeleGate, INTERF A CE, V ol.21,

No.9 (1995) 130{146

19. Sato, Y.: F undamental T echnologies and Applications of Internet Firewalls { Con-

struction of DeleGate, Computer Software, V ol.14, No.1 (1997) 55{63

This article was pro cessed using the L a

T

E

X macro pack age with LLNCS style